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Abstract—Free software and open source projects are often quality standards of users. Nevertheless, empirical work is
perceived to be of high quality. It has been suggested that the necessary to study quality in free software and to contrast
high level of quality found in some free software projects is i with that of proprietary software. In particular, work on

related to the open development model which promotes peer . P
review. While the quality of some free software projects is com- the identification of problems related to the free software

parable to, if not better than, that of closed source software, not model would be beneficial. Insights from such research
all free software projects are successful and of high quality. can subsequently be used to propose process improvement
Even mature and successful projects face quality problems; strategies.

some of these are related to the unique characteristics of

free software and open source as a distributed development II. BACKGROUND

model led primarily by volunteers. In exploratory interviews . o o
performed with free software and open source developers, Free software projects usually exhibit two characteristics
several common quality practices as well as actual quality that have important implications on quality assurance. First,
problems have been identified. The results of these interviews they are distributed, in many cases all over the world.
are presented in this paper in order to take stock of the gacong, the participants of free software projects are usually

current status of quality in free software projects and to act unpaid volunteers. The recent interest in free software
as a starting point for the implementation of quality process P : '

improvement strategies. along with its deployment, clearly shows that successful and
Index Terms—quality practices, quality assurance, quality mature products for end-users can be built by volunteers
improvement, free software, open source. in a distributed fashion. The free software development
model offers certain advantages over proprietary models;

. INTRODUCTION these include the potential for substantial peer review and

In recent years, the free software and open source motle¢ attraction of excellent programmers from across the
has established itself as a viable alternative to other deerld. However, free software also faces certain challenges
velopment models. Many popular products, such as Linuhat are unique to this model. For example, due to the
Apache and Samba, have been created according to opeluntary nature of free software projects, it is impossible to
source practices, and the number of free software apliHly rely on project participants [11]. This issue is further
cations is increasing steadily. An empirical study of aomplicated by the distributed nature because it makes
large collection of free software conducted in 2001 founid difficult to identify volunteers who are neglecting their
more than 55,000,000 lines of code, with an estimatetlities, and to decide where more resources are needed [10].
value of almost US$1.9 billion according to the COCOMO While most research on open source has focused on
model [4]; moreover, the system has more than doubled popular and successful projects such as Apache [12] and
size since then [5]. GNOME [9], there is an increasing awareness that not

The free software model has not only led to the creatial free software projects reach maturity, success or high
of significant pieces of software, but many of these appliuality. SourceForge, which is currently the most popular
cations show levels of quality comparable to or exceedirpsting site for free software and open source projects with
that of software developed in a closed and proprietapver 95,000 projects, is not only a good resource to find
fashion [6], [14]. In his paper “The Cathedral and thevell maintained free software applications — there are also
Bazaar”, Raymond suggests that this high level of quality large number of abandoned projects and software with
is partly due to the high degree of peer review and uskmw quality [7]. Some of these abandoned projects may be
involvement often found in free software projects [13]. Thisxplained in terms of a selection process given that more
hypothesis is in line with findings from traditional softwardénteresting projects with a higher potential will probably
engineering research, which have shown that peer reviedtract a larger number of volunteers, but it has also been
has a significant impact on the quality of software [3]. suggested that project failures might be related to the lack

While Raymond’s hypothesis sounds plausible, his modef project management skills [15]. Nevertheless, large and
has yet to be validated and tested rigorously through esuccessful projects also face important problems related to
pirical data analysis. In general, much of what has beguality, such as the volatility of volunteer contributions [11],
said about quality in free software is based on anecdof&b] and the inability of developers to keep up with bug
rather than empirical evidence. Given the recent succesports [17].
of many free software applications it can be assumed thatIn order to ensure that free software remains a viable

to some extent, the software fulfi(!s th requiremen_ts famnbdel for the creation of mature and high quality software
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suitable for corporate and mission-critical use, free softwareFew interviewees said that quality in either free soft-

quality assurance and project management have to take theaee or closed proprietary software is necessarily higher.
challenges and other quality problems into account amtbwever, many participants felt that free software had a
find solutions to them. As a first step in the developmehigher potential to achieve greater quality and can react
of practices and processes to assure and further imprdaster to critical issues such as security bugs. There are
quality in free software projects, existing quality practicegarious reasons for this. Firstly, its open nature promotes
and quality problems have to be clearly identified. To dataore feedback, which can be used to improve the software.
however, only a few initial surveys on quality related activiFreedback can either be given in the form of bug reports
ties in free software projects have been conducted [19], [20@). feature requests. Secondly, many participants felt that
The rest of this paper will present results from exploratompotivation was higher in free software projects because
interviews conducted with free software developers fromwalunteers could work on whatever they wanted. Open
diverse range of projects. The insights gained from thesellaboration with other developers and input from others
interviews lead to a more complete account of the currealso increase the motivation to work on a piece of software.

status of quality practices and problems. Some interviewees thought that this increased motivation
had positive effects on the quality of the software. Third,
lll. METHODOLOGY an interviewee suggested that free software can attract better

For this study, exploratory interviews with seven fre@uman resources because of iFs distributeq nature. He argued
software and open source developers have been conduct@t free software “can benefit from a wider range of ex-
The projects were of a very diverse nature and it is peertise and knqwledge than a traditional software company
lieved that despite the relatively small sample size a fdi@n usually bring to bear on a problem”. A downside of
representation of various kinds of free software projects §@mmunity projects compared to commercial development
given. One project started at a university was aimed at giviN@s the lack of resources and infrastructure. Finally, one
undergraduate students the opportunity to get experiencdBfrviewee responded that it is very hard to compare open
a software development project. This project was later trard closed development models because of the opposing
formed into a community project in which students of thiQh”OSOPhy of .these models. Since closed source companies
university participated with external contributors. Anothepften hide their defects and source code, it is hard to make
project was part of research activities carried out by a lar§e cOmparison. This is certainly an area where academic
corporation, and one resulted from a university researéséarch can fill a gap.
project. The remaining projects originated as communif. Development and Quality Practices
projects. The size of the projects varied quite Widely., from One of the surprising insights gained was how greatly
large projects such as Apache, GNOME and Debian, i ejopment practices and processes employed by differ
smaller efforts such as VideoLAN and Dasher. across projects. In this section, a summary of practices

The interviews were of a fairly unstructured nature So §§,nq in the interviews will be given. While most projects
to allow a thorough exploration of quality in the pI’OjeCt%mpmy some of these processes, few projects follow all
in which the interviewees were involved. Questions, suc(;} them. It is not clear why this is the case or whether
as the following, were asked directly but the interviewggjects would benefit from the introduction of more of

remained open for the exploration of other topics: these practices. An interesting observation is that everyone
« Are there any quality issues in your project? If so, whatho was interviewed stressed the importance of processes
are they and how do you deal with them? and, in particular, of good infrastructure.
« What techniques can be applied in free software andThe identified practices can be categorized broadly into
open source projects to ensure quality? three areas:
« What kind of facilities does your project have to ensure 1) |nfrastructure
quality? Free software projects rely heavily on infrastructure
« How would you compare the quality of open source  that allows distributed development and collaboration.
and proprietary software? When might the quality i |mportant parts of infrastructure are:
one be higher than in the other? « Bug tracking systems (e.g. Bugzilla): these are
used to capture feedback from users. They are
IV. RESULTS
often used to store both actual bug reports as well
The results from the interviews will be presented in as feature requests.
two sections; current development and quality practices « Version control systems (CVS, SVN, Arch): these
identified in the interviews will be discussed, followed allow multiple people to work on the same code
by a summary of quality related problems facing open basis concurrently and keep track of who makes
source projects. Before these two areas are covered, the which changes.
findings from the question concerning quality in open versus « Automatic builds (e.g. tinderbox): these make
proprietary software will be discussed since it provides sure that the newest code in the version control
an overview of how quality in free software projects is system still builds. The test builds can be done
perceived by their participants. While it is not expected that on a number of different hardware or software
interviewees necessarily have an unbiased view regarding environments.
this question, it can shed light on the subjective perception « Mailing lists: used for communication, both be-
of quality by free software and open, SOHISE INEIZPEIS: conturence o SSTLIYRIORELS and users.
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2)

While many projects make use of such infrastructure,
the way they are used differs significantly from project
to project. The different use of this infrastructure (i.e.
the practices) may have important implications on
project quality. For example, some projects employ
a very rigorous policy through their automatic build
system, halting further development until the defect
has been removed. The practices related to the use
of version control systems are also very diverse. In
some projects, commit access is given immediately

version does not display major show-stoppers or
regressions. Since few projects have automatic
test suites, having a check list is a good solution
to guarantee that at least major components and
functions operate.

« Quality assurance: some projects organize bug
days or bug squashing parties to triage their
outstanding bugs. During this work, duplicate
bug reports are marked as such, old bugs are
reproduced, and bugs are also fixed.

after the first contribution. In others, contributors have 3) pocumentation

to work for months to gain respect from others, and
there are also projects where only the lead developer
has the right to commit code. The implications of
these different practices on project quality need to be
studied in further detail.

Processes

Free software development follows many processes
but a large number of them are not documented
anywhere — developers adhere to them implicitly.

« Joining: projects require prospective members
to follow specific, mostly undocumented, proce-
dures in order to join a project. These procedures
vary considerably across projects. Some explicitly
make sure to admit only contributors from whom
high quality submissions can be expected while
other projects are more liberal. One specific join-
ing script has been described in the literature [18i]3

« Release: different release policies are employed

Many interviewees criticized their projects for a lack
of documentation regarding development practices.
Few projects have explicit documentation describing
ways of contributing to and joining a project. In some
cases contributed source code was checked by the lead
developer of a project and then rejected because it
did not conform to the coding style, a style that was
not clearly documented anywhere. However, some
projects, mainly those who have a large number of
contributors, have good documentation.

o Coding styles: documentation aimed at develop-
ers which describes the style which should be
used for the source code.

o« Code commit: documentation which describes
when and who can make changes in a project’s
version control system.

Quality Problems

by projects but many follow freeze Stages' A The qua“ty pr0b|em3 that have been identified in the

feature freeze is the point when no new featurdgterviews are of particular interest since they are largely
are to be incorporated into the code base biﬁsues which have yet to be solved in the free software

there is sufficient time to fix bugs. More recentlycommunity. While many of the practices described in the

string freezes have also gained popularity. Theg,revious section have simply not been adopted by certain
give translators of the software an opportunity t@rojects, good solutions for some of the following quality
update their translations before a release is maddoblems have as yet to be developed.

Branches: these are used to differentiate betweens Unsupported code: one of the unsolved problems is
versions of a program, for example by having a how to handle code that has previously been con-
stable and a development branch. New develop- tributed but which is now unmaintained. A contributor
ment tools which make branches easier to deal might submit source code to implement a specific
with, such as Arch, have had a significant impact feature or a port to an obscure hardware architec-
on the development process. ture. As changes are made by other developers, this
Peer review: typically, changes made to the ver-  particular feature or port has to be updated so that
sion control system are reviewed by members of it will continue to work. Unfortunately, some of the
the projects; though in most cases, this form of  original contributors may disappear and the code is left
peer review is not very well formalized. Develop- unmaintained and unsupported. Lead developers face
ers hope that other project participants will look  the difficult decision of how to handle this situation.

at their changes but there is often no assurancee Configuration management: many free software and
that this is the case in reality. On the other  open source projects offer a high level of customiza-
hand, some projects have introduced very rigid tion. While this gives users much flexibility, it also cre-
procedures and expect code to be reviewed before ates testing problems. It is very difficult or impossible

it is committed. for the lead developer to test all combinations so only
Testing: in order to ensure that a new release the most popular configurations tend to be tested. It is
fulfils the standards of a project and that it has  quite common that, when a new release is made, users
no major regressions, some projects have testing report that the new version broke their configuration.
check lists. These check lists contain the most « Security updates: in many cases they are made in a
important functions and briefly describe how they  timely manner but sometimes fixes are not available
can be tested. A release is only made when for weeks or months.

testers on different platforms have gone through « Users do not know how to report bugs: as more users

the check list and have confirrped that the new _ with few technical skills use free software, developers
Proceedings of the First International Conference on Open Source Systems

Genova, 11th-15th July 2005
Marco Scotto and Giancarlo Succi (Eds.), pp. 24-28



see an increase in useless bug reports. In many casaere general question whether projects based on unpaid
users do not include enough information in a bug repovblunteers can not only deliver a high quality product but
or they file duplicate bug reports. Such reports takaso ensure that high levels of quality can be maintained.

unnecessary time away from actual development work.|SO 8402 defines quality assurance as all “planned and
Some projects have tried to write better documentatiaiystematic activities” directed towards fulfilling the require-
about reporting bugs but they found that users often gigents for quality. Given the volatility of volunteer contri-
not read the instructions before reporting a bug.  butions and the unplanned nature of many free software
« Attracting volunteers: a problem some projects facgctivities, it is not clear whether free software projects can
especially those that are not very popular, is attractingave a planned and systematic approach to quality, and as
volunteers. There are usually many ways of contribug consequence, whether they can ensure high quality. This
ing to a project, such as coding, testing or triaginguestion will become of increasing interest as free software
bugs. However, many projects only find prospectivig deployed in more corporate and mission-critical settings.
members who are interested in developing new sourge fact, some problems due to the lack of a systematic
code. Few contributors are interested in helping witBpproach to quality have already been observed. While
testing or triaging bugs. As a result, developers have any important defects, especially security related issues,
use a large portion of their time for tasks other peoplgre fixed very quickly, often within hours, it was pointed
could easily handle. out during the interviews that some remain unresolved after
« Lack of documentation: it is possible that the previougeeks or months. There is a great variance in defect removal

problem is related to the lack of documentation. Volunime and more systematic quality assurance activities can
teers may like to contribute in an area but they mighfontribute to timely fixes.

not know how to start. Little help is given to prospec- gome free software projects have recently realized the
tive contributors and almost no documentation existgyportance of quality assurance and have created dedicated
The lack of developer documentation also implies th@lams, GNOME has performed various quality assurance
there.|s no assurance that everyone follows the samgys for a long time [17], Debian has a well established
techniques and procedures. . _QA team [2], [10], and KDE started a quality effort in

« Problems with coordination and communication: ifarch 2004 [8]. These efforts largely focus on basic levels
some projects, there are problems with coordinatiqfy qyality assurance, such the removal of defects or com-
and communication which can have a negative impaghnents which are no longer supported. The next step is to
on project quality. Sometimes it is not clear who ignove from ensuring minimum standards of quality towards

responsible for a particular area and therefore bugss prevention of defects and the implementation of quality
cannot be communicated properly. There may also L?rﬁprovement strategies.

duplication of effort and a lack of coordination related
to the removal of critical bugs.
In summary, the interviews have identified a number
outstanding issues in some free software projects that h
potential implication on project quality.

In order to study quality and quality improvement, tools
and metrics are needed to actuattgasurequality. It is only
ossible to evaluate quality improvement techniques based
\f?repeated quality measurements. Unfortunately, quality
is a concept which is very hard to define precisely. Many
V. DIScUsSION ANDFURTHER WORK people have an intuitive feeling of what quality entails, but

The interviews have given rise to a number of interestin§n€n it comes to defining quality in a precise manner it
insights about quality in free software. One striking observ&'s out that the concept is very hard to pin down [1].
tion is the diversity of practices that appear to be employedQuality is a concept which is made up of many different
by free software practices. Based on the interviews, it wouf@mponents [16]. What is a high quality product for some
be hard to make the claim that there is one free softwafe Not necessarily perceived the same way by others. For
model that all projects follow. While projects share commo@xample, the user perception of quality may be different
attributes, there are clear differences in their practices. Sirfé@m that of software developers. This point has a high
practices m|ght have a different impact on project qua"tﬁignificance in free software since volunteer developers
the relationship between these practices and the qualityadten write the software for themselves and they might
the resulting products needs further empirical investigatiotherefore not take the requirements and quality standards of
This may allow the identification of best practices or shofther, less technical users into account. In many volunteer
factors influencing the applicability of practices to particula®rojects, there is little intermediation between users and
projects. developers while commercial projects are clearly driven

The interviews have also shown that projects clearly fa® the demands of paying customers. A good approach to
a number of problems. While all of the projects which hav@uality will adopt a holistic perspective and take different
been taken into account for this study can to some degré@suirements and quality attributes into account.
be considered successful free software projects, there isThis study has offered some initial insights into where im-
definitely room for quality improvement. The problem ofprovements are possible. Further research with larger sam-
unsupported code is of high significance since the remoyaes is needed to investigate other quality related problems
of existing functionality may impact users. On the othen free software projects. The implementation of quality
hand, it is not clear whether a volunteer project can guamprovement strategies also requires tools and metrics to
antee that a particular functionality — or even the projeateasure and assess different aspects of quality. This is an

itself — will continue to be maingaine . This_raises tpgnr%a where syner ies between the academic world and the
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free software community may be possible. Further empiricgh] J. M. Gonalez-Barahona, M. A. Orfio Ferez, P. de las Heras Qos,
studies investigating quality depend on the development of J- Centeno Gorédez, and V. Matefin Olivera, “Counting potatoes:
tools and metrics to measure quality. These tools could in

turn be made available to free software developers so thg
they can assess the quality of their project and use the results

as the starting point for the development of effective quality

improvement strategies.

VI. CONCLUSIONS

(6]

This paper has presented insights into quality aspects of

free software projects gained through exploratory interviewg|

which have been conducted with free software developers.
In addition to an identification of software development

practices related to quality, a number of quality problemgs]
have been described facing free software projects. The&d

insights can be used as the starting point for further inves-

tigations regarding quality in free software projects, alongo]

with the implementation of quality improvement strategies.

The significance of further research about quality agr

pects of free software has been shown. In particular, the

question has been posed as to whether projects consisting
exclusively of unpaid volunteers can ensure high levejs

of quality. Further research is suggested to identify other
quality problems not found in this study and to evaluate the

impact of different practices on project quality. Finally, if;3

the size of Debian 2.2Upgrade vol. II, no. 6, pp. 60-66, December
2001.

J. M. Gonzlez-Barahona, G. Robles, M. Ofit Ferez, L. Rodero-
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Barbero, and P. de-las Heras-Chsr “Analyzing the anatomy of
GNU/Linux distributions: methodology and case studies (Red Hat
and Debian),” inFree/Open Source Software DevelopméhtKoch,
Ed. Hershey, PA, USA: Idea Group Publishing, 2004, pp. 27-58.
T. J. Halloran and W. L. Scherlis, “High quality and open source
software practices,” ifProceedings of the 2nd Workshop on Open
Source Software EngineeringOrlando, FL, USA: ICSE, 2002.

J. Howison and K. Crowston, “The perils and pitfalls of mining
SourceForge,” inProceedings of the International Workshop on
Mining Software Repositories (MSR 2004dinburgh, UK, 2004,
pp. 7-11.

“KDE quality team,” http://quality.kde.org/, accessed March 31, 2005.
S. Koch and G. Schneider, “Effort, cooperation and coordination
in an open source software project: GNOMHEformation Systems
Journal vol. 12, no. 1, pp. 27-42, 2002.

M. Michlmayr, “Managing volunteer activity in free software
projects,” in Proceedings of the 2004 USENIX Annual Technical
Conference, FREENIX TracBoston, USA, 2004, pp. 93-102.

M. Michlmayr and B. M. Hill, “Quality and the reliance on individ-
uals in free software projects,” iRroceedings of the 3rd Workshop
on Open Source Software EngineerindPortland, OR, USA: ICSE,
2003, pp. 105-109.

A. Mockus, R. T. Fielding, and J. D. Herbsleb, “Two case studies
of open source software development: Apache and MoziA&M
Transactions on Software Engineering and Methodalogyl. 11,
no. 3, pp. 309-346, 2002.

E. S. RaymondThe Cathedral and the Bazaar Sebastopol, CA:

has been argued that tools are needed to measure and asses§'Reilly & Associates, 1999.

quality, both for academics to perform further studies arld?!

for free software developers to improve project quality, and

that synergies might be possible in this area.
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